


ND SMP: WHO WE ARE
•SMP IS A STATEWIDE PROGRAM
•SMP MISSION

•PREVENTING MEDICARE FRAUD
•SMP MESSAGE

•PROTECT, DETECT, REPORT
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Presentation Notes
The SMP program builds community partnerships.
These partnerships collaborate to protect beneficiaries from Medicare fraud and work to preserve the integrity of the Medicare program.  




WHAT IS VETERAN FRAUD
• TARGETS OF VETERAN FRAUD:

• MILITARY VETERANS
• RETIREES
• ACTIVE-DUTY SERVICE MEMBERS
• FAMILY MEMBERS

• WHAT DO SCAMMERS WANT:
• BANKING INFORMATION
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Targets of veteran fraud:
Veteran fraud specifically targets military veterans, retirees, active service members, and their families.
Fraudsters often pose as someone from the Dept. of Veterans Affairs, a military charity, or even a group providing discounted services to veterans.
What do scammers want?
The victim’s money or banking information



MILITARY MEMBERS REMAIN VULNERABLE

•WHY ARE MEMBERS OF THE MILITARY VULNERABLE
•ACCESS TO GOVERNMENT RESOURCES

•DOLLARS LOST TO SCAMS
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Why are members of the military vulnerable:
Military veterans and their families have access to special government resources.
Scammers see these perks as targets for scams.
Dollars lost to scams:
Last year alone, veterans and active-duty members lost approximately $267 million to scams.
Fraudsters don’t care if you’re putting your life on the line to protect your country.




8 LATEST VETERAN SCAMS IN 2023
• IMPOSTERS PRETENDING TO BE FRIENDS
• PHISHING SCAMS CALLING FROM FAKE GOVERNMENT AGENCIES
• CHARGING FOR “FREE” MILITARY RECORDS
• INVESTMENT AND MILITARY PENSION FRAUD
• OFFERING “SECRET” GOVERNMENT FUNDING
• DEMANDING SECURITY DEPOSITS ON VETERAN-DISCOUNTED PROPERTIES
• POSING AS A VETERAN-FRIENDLY EMPLOYER OR SCHOOL
• TARGETING VETERANS GETTING BENEFITS UNDER THE PACT ACT
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Imposters pretending to be friends, relatives, or romantic interests
The fraudster will approach a veteran with an urgent financial need that preys on their sense of responsibility.
Example, paying for child support or to cover rent so they won’t be evicted.
Another version of this is someone will pretend to be a government employee or member of a military charity.
The impersonator will call and ask for money, banking information or the SSN.
Phishing scams from fake government agencies
Phishing scams are a type of social engineering attack in which scammers send emails that appear to come from an official organization, like the Federal Government or a bank. 
The email looks legitimate and serves as a “lure” but their true goal is to collect banking or credit card information.
Scammers may also send phishing links through LinkedIn, Facebook, or other social media platforms.
Charging for “free” military records
Scammers set up fake websites to charge veterans access to their miliary or  medical records.
There is no charge for military or family members to access basic personnel or medical records. 
Always make certain that websites are secure, look for the “https”//” instead of “http://” in the search bar,
Also look for the padlock symbol by the URL.
Fraudulent investments and military pension frauds
Military scammers often target the member for benefits and pension.
Some pose as investment advisors or pension fund managers.
Usually, the member is approached by someone posing as a friend or a former soldier who encourages the member to get in early on a great investment that offers a bigger pension payment in return for an upfront investment.
However, once the fee is paid, the money is gone, and someone could even steal the members benefits.
DON”T FORGET THE GOLDEN RULE OF FRAUD PREVENTION: If it seems too good to be true, it probably is!
Offering “secret” government funding
The government provides loans to veterans through the Dept. of Veterans Affairs
Scammers may try to take advantage of this by contacting veterans about “secret” government loans.
They only ask that the member give them their personal information.
These “secret” programs don’t actually exist. 
Demanding security deposits for veteran-discounted properties
Scammers will post ads for property sales or rentals that are discounted for veterans (they may even provide a virtual tour of the property).
Before the transaction is complete the scammer will ask for a security deposit or downpayment.
When the member shows up, there is either no property or the scammer didn’t have the authority to sell or rent the property.
Posing as a veteran-friendly employer or school
Scammers post job vacancies on website like LinkedIn, Indeed and Facebook. 
The listings usually specifically call out veterans in the ad to make them more appealing.
As part of the job application, the fraudsters asks for the SSN, banking information, or payment for bogus training or work equipment.
Targeting veterans getting benefits under the PACT Act
The PACT Act is a new law that expands VA health care and benefits for veterans exposed to burn pits, Agent Orange and other toxic substances.
In this new scam, fraudsters seize this opportunity to target veterans by charging a fee or a percentage of benefits to help the member file a claim.



WARNING SIGNS: HOW TO SPOT VETERAN SCAMS

• UNSOLICITED CALLS FROM SOMEONE CLAIMING TO BE FROM THE VA
• PHONE CALLS FROM A PRIVATE CALLER ID OR HIDDEN PHONE NUMBER
• REFERENCES TO “SECRET” OR LITTLE-KNOWN GOVERNMENT PROGRAMS
• JOB ADS FOR “PREVIOUSLY UNDISCLOSED” GOVERNMENT POSITIONS
• A SENSE OF URGENCY OR THE USE OF THREATENING LANGUAGE
• CALLS ASKING FOR CREDIT CARD NUMBERS, BANKING INFORMATION OR SOCIAL SECURITY NUMBERS
• EMAILS COMING FROM PUBLIC DOMAIN SITES INSTEAD OF .GOV EMAIL ADDRESSES



HOW TO REPORT FRAUD
• ACT QUICKLY TO ASSESS THE FULL DAMAGE

• NOTIFY BANKS, LENDERS AND CREDIT CARD COMPANIES

• SECURE ONLINE ACCOUNTS

• SET UP A FRAUD ALERT WITH THE 3 CREDIT REPORTING AGENCIES

• REPORT THE FRAUD AND IDENTITY THEFT TO THE FEDERAL TRADE COMMISSION

• REPORT THE FRAUD TO THE ND ATTORNEY GENERAL’S OFFICE (800-472-2600)

• FILE A POLICE REPORT

• DISPUTE FRAUDULENT TRANSACTIONS 



Brenda Munson, ND SMP
 Project Coordinator

Phone: 1-833-818-0029
Email: brenda.munson@minotstateu.edu

This project was support in part by grant No. 90MPPG0021, from the Administration for Community Living, DHHS. 
Points of view or opinions do not necessarily represent official ACL policy.
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